A Step-by-Step Guide to Self-Certification on the Privacy Shield Website

Step 1: Navigating the home page

e On the Privacy Shield website homepage (www.privacyshield.gov), your screen should
look like the one pictured below. Move your cursor to, and click on, “Self-Certify” in the
top left corner (circled in 1A).

Privacy kShield p— L

Framewar]

(\)' 3y Shield List  Audiences  Abeut

WELCOME TO THE PRIVACY SHIELD

The EU-U.5. and SwissElliS: Privacy Shield Frameworks were designed Biitheskd.S. Departm
Cormmeree and the European Cormmission and Swiss Administration to provide companiés on bo of

the Atlantic with a mechanism to comply with data protection requirements when transferring personal data
from the European Union and Switzerland to the United States in support of transatlantic commerce.

LEARM MORE

U.5. Businesses [European Businessas Individuals in Europe Data Protection Authorities

(1A)


http://www.privacyshield.gov/

Step 2: Register
¢ You should then be taken to a screen to register. (2A)

A. Once here, fill out the requested information and click “Sign Up” in the bottom right
corner. (2B)
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B. You should then receive an email verifying your username for later use. An example
of this email can be seen in 2C.
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Step 3: Getting started

e Once you have completed Step 2, you should be taken to a screen like the one to the right

below (3A).

A. Read text carefully.

B. Click on the boxes (by red arrows) labeled
“EU-U.S. Privacy Shield” and/or “Swiss- U.S. Privacy Shield”

to indicate with which Framework(s) your
organization self-certifies its compliance.

C. After completing steps A&B click the “Start”
button. (3A)

This application farm has bean optimized for Chrame, Edge, Firefox, and Zafad.

Getting Started

OME control number: 08251276 Expiration date: 03/31/2020

Pubilc reporting for this collection Is estimated to be 40 minuiss per response, Including the time to
review the Instructions, compiste, and submit the collection of Information, but not Including the tme o
review and Implement the raguiramants of the program. S2nd comments regarding the burden
2ctimate or any gther aspect of this coliction of Informatian, Including suggestions for raducing this
burdan, to tha Reports Clearanca Officar, Imemational Trade Administration, Department of
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Step 4: Organization Information

e The first step in the self-certification process is to fill out some basic organization
information.

A. In the spaces provided, fill out the requested information then click “Next” in the
bottom right corner. An example is provided below. (4A)

Privacy Shield semat]
Framewark

Sell Cerlify  Privacy Shimld List  Audiences  About

Organization Information
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(4A)



Step 5: Contact Information

e The next page should ask you to supply contact information for both an

Organization Contact and an Organization Corporate Officer. The Organization

Contact must be able to respond to individuals within 45 days of receiving a

complaint.

Click “New Contact” in the top left corner
(circled in red), and a form requesting

information will drop down. (5A)

Click the downward arrow under “Select
a New Contact Role” (highlighted) and
chose either “Organization Contact” or
“Organization Corporate Officer” from the

drop down menu.

Then fill out the rest of the information
based on the person of choice and click

“Save”. (5A)

Repeat steps A-C, selecting whichever
of the two contacts you did not originally

select in step B.

Once you have filled out and saved both

Contact Information

Note |\. must include &t least one Organization Contact, as well as one Organization Corporate Officer.

Organization Contact |:

Samuel

samlewis@mailinator.com

Last Name Title

Lewis Chief Privacy Officer

BN - (212)324-1234 (212)324-4321 x

Contact Office

Cancel

Organization Contact

Provide a contact office and individual within your organization for the handling of complaints, access

requests, and any other issues conceming your organization's compliance with the Privacy Shield

Framework.

contacts’ information, your screen should look

similar to that of 5B.

Click “Next” to continue. (Circled in red)

(5A)

Contact Information

Note: You must includ st least one Organizstion Cantact, as well ss one Orgsnizstion Corparate Officer.

New Contact

Organization Contact

Provide a contact office and individual within your organization for the handling of complaints, access

requests, and any other issues concerning your organization's compliance with the Privacy Shield

Framework.

Samuel Lewis  chist Privacy Oficer

Organization Corporate Officer

Provide a contact office and individual within your organization for the handling of complaints, access

requests, and any other issues concerning your organization's compliance with the Privacy Shield

==

Framework.

William Doe  crro

(5B)



Step 6: Organization Characteristics

e This part of the self-certification process is used to gather information on your
organization’s characteristics. This data will not be made public.

A. Click on the downward arrows on the right side of the screen (highlighted 6A)
to reach the drop-down menu. (6B)
- Select the option that is correct for your organization
B. Then, click on “New Industry” (circled in red) and fill out the drop-down form(6C).
- After you have completed the form, make sure to click “Save”. (Circled in

blue)

C. After filling out all information pertaining to your organization, click “Next”

Organization Characteristics

Indicate your organization's annual revenue.

Indicate your organization's annual revenue.

Although your organizaion is nol required o do so lor purposes ol ils sell-certilicaion, please

Note: This information will be used to determine the fee your organization must pay to self-certify to the Privacy Shiel
Frameworik and will not be publicly disclosed on the Privacy Shield website.
*Annual Revenue

Over 55 million to $25 million |:|

Although your organization is not required to do so for purposes of its self-certification, please
indicate the number of employees in your organization.

Note: This information will not be publicly disclosed on the Privacy Shield website.

Number of Employees

100 to 250 v

Although your organization is not required to do so for purposes of its self-certification, please
select the industry sector(s) applicable to your organization.

Nagig agd the industry sector(s) applicable to your organization. This is for information only.

Environmental Technology - Environmental Remediation - Groundwater

Remediation

(6A)

(68B)

Sub-Sector

—Mone—

*Sector

—Mone—

*Industry

—Mone-

o
Environmental Technology - Environmental Remediation - Groundwater

Remediation

(6C)




Step 7: Other Covered Entities

o This stage of the application asks for a list of “all U.S. entities or U.S. subsidiaries of
your organization that are also adhering to the Privacy Shield Principles and are

covered under your organization’s self-certification.”

A. Click “New Covered Entity” g.P"fVG_CY.,SWiE'd
(circled in red) ———

ARV ZhWhWhY
B. Type the name of the U.S.

entity or U.S. subsidiary in

the drop-down box. Other Covered Entities

subsidianes of your organization thal are also adhering 1o the Privacy

C. CliCk ”/4dd” (C'rCIed |n blue) "'-""' Principles and are covered under your organizatic !l««--’.- ertification

- If added successfully the
name should appear below
the drop-down box.

D. Repeat steps A—C until all
covered U.S. entities and

U.S. subsidiaries are listed.

E. Once complete click “Next”

(7A)



Step 8: Covered Data and Dispute Resolution (EU-U.S.)

o This page concerns the type of personal data covered under your EU-U.S. Privacy
Shield certification.

- By clicking on the blue words that read “personal data” at the top of your
screen, you will be redirected to how personal data is defined. (Circled in blue
on 8A)

- On this page you will be prompted to choose whether your organization’s
Privacy Shield commitments cover non-human resources data, human
resources data, or both.

Directions if your organization’s Privacy Shield Commitments cover “Personal data other than human

resources data” under the EU-U.S. Privacy Shield.

Click on the small box to the left of “Personal data other than human resources data”. (By red arrow in 8A)
Once you have done this, drop down options should appear. (Exemplified in 8B)
Read the text carefully before choosing a recourse mechanism from the “Recourse Mechanism” list provided. (Inside red

If your organization’s chosen mechanism is not listed, click “New Recourse Mechanism” at the bottom of the list. (By

This will open up another menu where you can input your mechanism’s name and website. (8C-highlighted in blue)

A. Read text carefully.
B.
C.
D.

box of 8B)
E.

double-sided blue arrow in 8B)
F.

- Besure to click “save” after inputing the information.

G.

Covered Data and Dispute Resolution

What types ﬂo your Organization's Privacy Shield commitments cover under
the EU-U.S. Privacy Shield?

Personal Data

If you designated a recourse mechanism from the list or entered a new option, your selections should appear under
“Selected Mechanisms” on the right side of your screen. (Inside purple box of 8B)

BA Parsonal dats ofmer Man human resouncas data

Kode reganding the Indepandent mocurce mechanicm avallabis o irveciigals unrscoived oomplalndc:  your
omantzaion wishes is Privacy Ehield commitments tn cover personal datn offer than human resounces dat, on an annel
esks you must designate 8 private ectordeveiopad Independant nECoUPSE MECENETTIOf You ey chodse in coopemi= wih
the EL Dats Protection Authorti=s (DFA} and keve & DFA pansl sarve 2s your Independent ecouwrss mechanksm. Your
annual seiection will Bppty bo il information received by your ogantzation under the Privacy Ehiekd other than human
PESOUNCES dain

Derlgnats 8 Recourse Mechanism
Recourse Mechaniems

Salgctad Mechanizma {1]

- EU Data Prodection Authartias (DPAS)
"":|;|".E Azzociation Privacy Shigid Frogram

PrivacyTrust Privacy Shieid Program
Wnistic

BSE Privacy Shizid Program

DhAA Privacy Shield Program

EU-U.S. Privacy Shield Framework

JAMS Privacy Shizid
TRUST:

warasafe Privacy Shield P

Note: For purposes of this form the term human resources data (humen resources sometimes being sbbreviated in this form
and on the Privacy Shield website es HR] refers to personal dats about employees. past or present. collected in the contexd of
the employment relstionship. Examples of ather fypes of personal dsts that could be covered indlude the fallowing: customer
or client non-HR data, as well as visior data, and clinical trial data.

ﬁ O Personal data other than human resources data

Human Resources Data

O Human resources data

Briefly describe the purposes for which your organization processes personal data in reliance on the
Privacy Shield, including the types of personal data processed by your organization (e.g., organization,
customer, client, visitor, and clinical trial data) and, if applicable, the type of third parties to which it
discloses such personal information.

*Purpose of Collecting Data

(8A)

MEW RRCDUASE MSTHANIEM (

(8B)

"HECoU ke MeChamT 5 Kare

‘ Recourse Mechanism's Name

"Hecous se Mechanesmn s Webade

Recourse Mechanism’s Website

Cancel =2

Designate a Recourse Mechanism

Recourse Mechanisms

Selected Mechanisms (1)

EU Data Protection Authorities (DPAs;

(8C)




Step 8: Continued

Directions if your organization’s Privacy Shield commitments cover “Human resources data” under the
EU-U.S. Privacy Shield.

A. Read text carefully.
B. Click on the small box to the left of “Human resources data”. (By red arrow in 9A)

C. Click on the small box, marked by a blue arrow in 9A, to agree to cooperate with EU data protection authorities.

Human Resources Data

ﬁ i Human resources data
% -
=
\ /

(9A)

Whether your organization is covering non-HR or HR data:

A. Type up a brief description regarding the purpose of collecting data for your organization in
the box at the bottom of the screen. (Highlighted in blue-9A)

B. Once you have completed these steps, review your submitted information and click “Next”




Step 9: Covered Data and Dispute Resolution (Swiss-U.S.)

e If, in Step 3, your organization certified its compliance with the Swiss-U.S. Privacy
Shield Framework then continue on with this step.
e For this page, please follow the instructions already laid out in Step 8.
- The only differences between this step and Step 8 are:

1. An organization covering HR data must agree to cooperate with the
Swiss Federal Data Protection and Information Commissioner rather
than EU data protection authorities

2. That there is no box to type up a brief description regarding the
purpose of collecting data for your organization.

- Picture 10A contains a summarized depiction of steps to take to fill out
this form. However, please refer to Step 8 for instructions and
clarification.

Covered Data and Dispute Resolution
SWISS S. Privacy Shield Framework
What fypes of personsl gats 9o your Organizafions Privecy Shisld commitments cover under
Swin 5 -
Personal Data
NR— S wacm wmenmes
e B — e, oot o0 -
3 e 1
- sty oty
-
- Ha Me-n
Recourse Mechanismy Lalacted Mechanisma (1)
3
- s B
4
Human Resources Data

I Human resources Sats
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Step 10: Enforcement and Verification

e This section asks for the U.S. statutory body that has jurisdiction to investigate claims
against your organization, a list of any privacy programs in which your organization is a
member, your organization’s verification method, and the verification provider.

A. First, at the top of the page, select at least one statutory body listed that has jurisdiction
to investigate claims against your organization. (By red arrows in 11A)

B. Second, directly underneath, list any privacy program in which your organization is a
member. (Highlighted in red 11A)

C. Next, select your organization’s verification method by clicking on the downward
arrow (highlighted in blue 11A) and select an option from the drop down menu
presented in 11B.

- Afunctioning definition of verification method can be found by clicking
on the words “verification method” (circled in red 11A)

D. Click on your organization’s verification providers to select them from the list supplied
on the bottom left of your screen (Inside red square in 11A)

E. Ifyour organization’s verification provider is not listed- click “New Verification
Provider” at the bottom of the list. (By double-sided blue arrow in 11C)

F. This will open up another menu where you can type your provider’s name and website.
(11C-highlighted in blue)
- Besure to click “save” after inputting the information.

G. Ifyou designated a verification provider from the list or entered a new option, your
selections should appear under “Selected Verification Providers” on the right side of your
screen. (Inside purple box of 11A)

H. Once you have completed these steps, review your submitted information and- click
IlNethl

Enforcement and Verification

Which appropriate U.S. statutory body has jurisdiction to investi
regarding possible unfair or deceptive practices and violations of laws or regulations covering privacy?

te claims against your organization

Note that to be transferred in reliance on the Privacy Shield, personal data must be processed in
connection with an activity that is subject to the jurisdiction of at least one appropriate statutory body
listed below to investigate

ment of Transportation
rade Commission

List any privacy program in which your organization is a member

Privacy Program 1

Name

What is your organi zahuw‘

iher the ver

tion performed is through sef-assessment or outside complisnce Website

plemental Principle on V

cation. If your organization has chosen an Outside Complience

sment

2 R W provide 8 address for the third party that conducts the review.
de Compliance Rewview e =0
My organization's verification method is:
Outside Compliance Review I~ Verification Providers Selected Verification Providers (1)
= PrivacyTrust Privacy Shield Program
( 1 1 B) TRUSTe

P " Montebello Partners
Verification Providers Selected Verification Providers (1)

PrivacyTrust Privacy Shield Prog
PrivacyTrust Privacy Shield Program vacy Trust Privacy Shield Program

§ New Verifcation Provider

PrivacyTrust Privacy Shield Program (11C)

Mo Wirifination Provitsr

(11A)



Step 11: Privacy Policies

e Atthis stage, you are required to supply information on your organization’s privacy policies.

A.
B.
C.

D.

E.

Privacy Policies

12A should be what this stage’s beginning screen looks like.

Click “New Policy” underneath the text on this page. (circled in red-12A)

A form should then drop down, like the one presented in 12B. Enter the
requested information.

Note, a first-time certifier must provide the Department with a draft
privacy policy that is consistent with the Privacy Shield Framework(s) for
review. To do so, click “Browse” (highlighted in orange-12B) and upload the
relevant policy. Once the Department has determined that the organization’s
submission is otherwise complete, the Privacy Shield team will notify the
organization that it should publish its Privacy Shield-consistent privacy policy,
including a statement that it adheres to the Privacy Shield Principles. The
organization should promptly notify the Privacy Shield team as soon as the
relevant privacy policy is published, at which time the Department will place the
organization’s self-certification on the Privacy Shield List.

Once you have completed these steps, make sure to click “Save” (highlighted in
red-12B)

Review your submission then click “Next” in the bottom right hand corner.

Privacy Policies

*Privacy Policy Name
"Covered Data "Effective Date

*Description

Note regarding privacy policies applicable to personal data other than human resources data: If your organization has

s public website, provide the relevant web sddress where the privacy policy is availsble. if your organization does not have s

public website, provide information regarding where the privacy policy is ssilable for viewing by the general public snd upload

8 copy of the relevant privacy policy, which will be made available on the Privacy Shield website

Note regarding privacy policies applicable to human resources data: Although an organization that covers human

respurces data under its self-certification is not reguired to make avsilable to the general public the relevant privacy policy that

Public URL

exclusively covers that human resources dats, it must provide information regarding where the privacy policy is availsble for . i

viewing by sffected employees and provide a copy of that privecy policy to the Department of Commerce by uploading & copy

a':l'||'~ G The uploaded copy of that privacy policy will not be made availsble on the Privacy Shield website.

Privacy Policy 1 (HR and Non-HR)

Browse

(12B)

(12A)



Step 12: Submit Payment and Application

e You are now 80% complete with the self-certification process. This page explains your

organization’s administrative fee.

A. You can see what amount your organization owes by looking at the number next
to the words “Application Processing Fee” on the top left corner of your page.

(Circled in red- 13A)

- The amount due is based on your organization’s annual revenue.

B. Make sure to read the text carefully. When you are ready to proceed, click
“Pay” in the bottom right hand corner of your screen. (Highlighted in blue- 13A)

Submit Payment and Application

Application Processing F 9)

sayment site where you will submi
rmation you will be redirected back to

ur organization's self-certification application for

(13A)



Step 13: Selecting a payment method
e The next step is to select a payment method. You have two options:
“I want to pay with a withdrawal from a checking or savings account (ACH)”
Or

“I want to pay with a debit or credit card”

A. Click the circle next to the option you wish to use. (By the red arrows- 14A)

B. Once you have selected an option, click “Continue” (Highlighted in red- 14A)

Privacy Shield

Please select a payment method:

j 2 I wantto pay with 3 withdrawal from a checking or savings account (ACH) ﬁ
VisA .'l -
'} | want to pay with a debit or credit card (0= R Em:'“ E -@IC )

Cancel Continug

(14A)



Step 14: Completing the payment

Directions for filling out the checking or savings option:

A. Fill out each text box with the requested information found to the left of each box.
(A completed page is exemplified in 15B)

- For “Account Type”: Click on the downward arrow (highlighted in blue- 15A) to get to the drop down
menu (shown in 15C).

- From this menu select your account type option.

B. Ensure the submitted information is correct and click “Continue” (Circled in red- 15B)

Privacy Shield

:I::z:: enter checking or savings account information Business Checking

* ndicates required heids Business S avings
Personal Checking

Personsl Savings
Payment Amount: 307500 \ -

Agency Tracking ID: SPO0000T200

* Account Holder Name | ] (15C)

* Account Type |Select an Account Type |

Routing Number Account Number Check Number

"0 269L6 763" 19243767390 123!
Privacy Shield

* Routing Numb [ |
* Account Number- | — 1 Please enter checking or savings account information

—
* Confirm Account Numb | below.

* indicates required fields

Srevious Cancel Agency Tracking ID: SPO0D0OT466

Payment Amount: 3875.00

* Account Holder Name: [Ssmuel Lewis

* Account Type: |Business Checking hd

Fouting Number Account Number Check Number

(15A)

W0 2694, 67683 19aL3 76 73q0l 1 a3

* Routing Number: [J28248783
* Account Number: [B243757380
* Confirm Account Number: [B243767380

Previous Canes|

(15B)




Step 14: Continued

Directions for filling out the debit or credit option:

A. Fill out each text box with the requested information found to the left of each box.
(A completed page is exemplified by Picture 16B)

B. Ensure the submitted information is correct and click “Continue” (Circled in red- 16A)

C. On the next page (shown in 16B) ensure the information is correct.
- Be sure to check the box at the bottom of the screen. (Highlighted in orange- 16B)
- Click “Submit”. (Circled in blue- 16B)

Privacy Shield

Priv i
Please provide the Credit or Debit Card Information below ) -y Shield
* indioates reguired fiaids Review and submit payment
2

" micates requred fe

Agency Tracking 1D

Payment Amount 3978 0 Agency Tracking i SPO000OT A4
* Comntry Payment Amount 3978 59
' Balng Address Payment Methog Plastic Carg
Bulleng Address 2 Accaunt Holder Name: Samyq Lewy
* City Card Type: yiga
State Prowvnce Card Numbey: sussece..., 11
DPPostal Code Billing Addresy 123 2nd Sireet
* Account Holder Name | ﬁﬁ-‘imu‘? B
VISA @0 T = 030 B 1) SNy v
T G | g ) Comtry United Stpteg
SW'P'Q"'M Ny

* Card Number

* Expiration Date

PPy,
W
| . l Code: 1000,
"y g, Y SO gy
=Y card iy V=10 my carg
Suer BrRemen Scoount for the sbove
8Moung iy

*1N 8cordance




Step 15: Finalizing Payment

A. After submitting your payment information you will be brought to a screen like the one
shown in 17A.

B. To finalize your payment, click on the “Complete Payment” button in the bottom right hand
corner. (Highlighted in blue- 17A)

Self-Certify Privacy Sheeld List Aydiences About

Your payment is not yet complete.

Please complete your payment by clicking on the ‘Compiete Payment' button

Complete Payment

(17A)



Helpful Resources:

e Previous Button: If you want to return to the previous page for any reason, there is a
“Previous” button in the bottom left corner of every page which will take you back one step.
(Circled in red- 18A)

Contact Information

Organization Contact

Organization Corporate Officer

(18A)

e Assistance Button: If you have a question about something on the application, there is an
“Assistance” button located on the top right corner of every page. (Circled in red- 18B)

- This will take you to a form to fill out regarding your specific question. (18C)

- Click the downward arrow (Highlighted in red- 18C) in the first “Assistance”
part of the form to reach the drop down menu. From here select the type of
issue you are having. (18D)

- Be sure to click “Submit” after completing the form. (Circled in blue- 18C)

( Il | Privacy Shield Assistance

Contact Information Participation | Case

Status: New

Organization Contact
- tact office and Assistance:*

Subject:*

Description:*
Organization Corporate Officer

(18B) (18C)



e For your convenience, the blue bar at the top of the screen indicates what percentage of the
process you have completed. (Highlighted in blue- 18E)

Enforcement and Verification

(18E)

e For a more detailed look at the requirements needed to self-certify or the information
referred to in the application, click this link for a How to Join Privacy Shield Guide:
https://www.privacyshield.gov/article?id=How-to-]Join-Privacy-Shield-part-1-

e For a Privacy Shield program overview and frequently asked questions refer to this link:
https://www.privacyshield.gov/Program-Overview

e For details on the information required for the self-certification process:
https: //www.privacyshield.gov/article?id=Self-Certification-Information



https://www.privacyshield.gov/article?id=How-to-Join-Privacy-Shield-part-1-
https://www.privacyshield.gov/Program-Overview
https://www.privacyshield.gov/article?id=Self-Certification-Information

