THE SECRETARY OF STATE
WASHINGTON

July 7, 2016

Dear Commissioner Jourova,

I am pleased we have reached an understanding on the European Union-United States Privacy
Shield that will include an Ombudsperson mechanism through which authorities in the EU will
be able to submit requests on behalf of EU individuals regarding U.S. signals intelligence
practices. i

On January 17, 2014, President Barack Obama announced important intelligence reforms
included in Presidential Policy Directive 28 (PPD-28). Under PPD-28, I designated Under
Secretary of State Catherine A. Novelli, who also serves as Senior Coordinator for International
Information Technology Diplomacy, as our point of contact for foreign governments that wish to
raise concerns regarding U.S. signals intelligence activities. Building on this role, I have
established a Privacy Shield Ombudsperson mechanism in accordance with the terms set out in
Annex A, which have been updated since my letter of February 22, 2016. I have directed Under
Secretary Novelli to perform this function. Under Secretary Novelli is independent from the U.S.
intelligence community, and reports directly to me.

I have directed my staff to devote the necessary resources to implement this new Ombudsperson
mechanism, and am confident it will be an effective means to address EU individuals’ concemns.

erely,
John F. Kerry



